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Exploring Pathways to Enhance College Students’ Cyber Literacy from the
Perspective of Ideological and Political Education

Fuhui LUO

Xi'an Mingde University ofTechnology

Abstract In the digital age, cyber literacy has become a core competency for college students to
survive and thrive in the new era. This paper, from the unique perspective of ideological and political
education, conducts an in-depth analysis of college students’ cyber literacy, including the significance
of cyber literacy, the current status, and strategies for improvement. The analysis reveals that college
students face numerous challenges in this area. Many struggle to accurately distinguish between true

and false information online; some lack self-discipline in adhering to online moral norms; and many
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are not well-equipped to navigate and respond to online public opinion. These findings indicate a
significant gap in deep-level cyber competencies and a substantial need for improvement. In response,
this study proposes targeted strategies across three dimensions—universities, students themselves, and
coordinated efforts among families, schools, and society—aiming to effectively enhance students’
cyber literacy and better prepare them to meet the demands of the digital era.

Keywords Ideological and Political Education; College Students; Cyber Literacy; Current Situation;
Strategy Analysis
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